
Did you know that according to the 2018 Trustwave Global Security Report, the
hospitality industry suffered the third-largest share of cyber security incidents
among all economic sectors in 2017? 

I NTRODUCT ION

CYBER SECURITY

Cyber crime: this includes single
actors or groups who attacks a
system to obtain some kind of
economic return or to simply
cause disruption in a business 
Cyber attacks: most of the time
aimed at gathering personal in-
formation for political purpose 
Cyber terrorism: wants to under-
mine the security of the electronic
system to arouse panic and fear 

Cyber Security consists of defending
computers, servers, mobile devices,
electronic systems, networks, and
data from malicious cyber attacks.
These cyber attacks are usually aimed
at accessing, transforming, or de-
stroying sensitive information, as well
as extorting money from users or dis-
rupting normal business processes.

The main aim of Cyber Security is to
counter three different types of
threats: 
 

  

Phishing: Fraudulent emails that look
like emails from trusted sources. The
main objective of this kind of cyber
threat is to steal sensitive data such
as credit card numbers or login infor-
mation 
Ransomware: is a type of software
designed to extort money, it blocks
the access to files or to the computer
system until a ransom is paid. Of
course, paying the ransom does not
guarantee the recovery of the data  
Malware: is another software de-
signed to gain unauthorised access or
cause damage to a computer 
Social engineering: the user is trick-
ed into giving sensitive information,
including requests for cash payment
or access to confidential data  

These Cyber Security threats arise from:
  

For more information visit our webpage and join our community! 

https://www.trustwave.com/en-us/resources/library/documents/2018-trustwave-global-security-report/
https://tourbit.eu/
https://community.tourban.eu/feed


WHY IS  CYBER  SECUR ITY  IMPORTANT
FOR  THE  TOUR ISM INDUSTRY?  

The travel and tourism industry relies
heavily on online interactions for ma-
king reservations, posting ads and
offers, as well as making payments. 

This makes the industry an easy target
for hackers.  
It is estimated that around 70% of
hotels expose our personal data: for
example, in 2018, the Mariott hotel
group has been attacked and lost the
sensitive data of 500 million cus-
tomers.  

This kind of attacks are not only anti-
productive, but they also ruin the
reputation and the image of the com-
pany or can even drive it into finan-
cial ruin, e.g. if complaints are raised
against it. 

This is why, Cyber Security is of
utmost importance to any business
operating online.  

  
 

Monitor your traffic and detect the
anomalies, for example if there is a
weird increase in traffic 
Investigate unsuccessful login attempt
Keep software updated 

Draw a map of vulnerabilities with the
aid of experts 
Contract some real-time threat
detector 
Train and educate your team to
create awareness about cyber threats
(after all the most vulnerable part of
any system tend to be humans) 

In general, Cyber Security is still not taken
too much into consideration by tourist
companies, especially due to disinfor-
mation and a lack of experts, this is why it
is important to start building interest via a
positive approach: is it generally thought
that Cyber Security is something difficult
and expensive, but in reality, even with
small and simple things a lot can be
achieved.  

For instance, you can:  

 
PROVIDERS OF CYBER SECURITY SERVICES 

F-Secure: offers different products and free tools to protect your online
activities  
IEAISA: Spanish company who offers Cyber Security services   
Awarego: Company from Iceland, they believe that humans are the greatest
asset against cyber threats and provide organisations with tools to identify,
measure and minimise human risk 

 
Disclaimer: The content of this factsheet represents the views of the authors only and is their sole responsibility; it cannot be considered to reflect the views of the European
Commission and/or the European Innovation Council and Small and Medium-sized Enterprises Executive Agency (EISMEA) or any other body of the European Union. The
European Commission and the Agency do not accept any responsibility for use that may be made of the information it contains.

https://www.f-secure.com/es
https://ieaisa.es/
https://awarego.com/

